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tracing mechanisms

XIE Qingqing', ZHU Fatong', FENG Xia®

1. School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013, China
2. School of Cyberspace Security (School of Cryptology), Hainan University, Haikou 570228, China

Abstract: To solve the problem of a single malicious user tracing mechanism in attribute-based encryption (ABE)
schemes, a scalable ABE scheme with multiple tracing mechanisms was proposed. Firstly, white-box traceability was
implemented using short signatures, and black-box traceability was achieved by embedding user information in secret
key and constructing tracing ciphertexts, thereby providing a comprehensive capability for tracing malicious users. Sec-
ondly, a system initialization mechanism independent of the attribute universe was designed, which supports dynamic at-
tribute expansion without system reset, effectively fulfilling the dynamic expansion requirements of encryption systems
in large attribute universes. Finally, security analysis demonstrated that the proposed scheme exhibits ciphertext indistin-
guishability under chosen-plaintext attacks, white-box traceability, and black-box traceability. Performance analysis veri-
fied its feasibility.
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